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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

1 Bsenenue

1.1. O Cucreme

[Iporpamma s OBM «locycnyru-Oxcnpecc: Ilopran-Pernon» (mamee —
Cucrema) npegocrapiseT GyHKIMOHANI PernoHanbHOro noprasiga rocyJapcTBEHHbBIX U
MYHUIUNATBHBIX yerryr» (manee —PIITY umu Cucrema).

PervoHanbpHbli  MOpTan TOCYJApPCTBEHHBIX YCIYI IpeIHA3HayeH s
MHPOPMUPOBAHUSA TpaXJaH U IOPUAWYECKUX JIMI O TOCYJapCTBEHHBIX U
MYHHIIMIIATBHBIX YCIIyTax, MPeI0oCTaBIIEMbIX OpraHaMy roCyJapCTBEHHOM BIacTH, a
Takke (OpPMUPOBAHMS 3asBJICHUI M IOJYyYEHUU pe3yjbTaTa OKa3aHUS YCIYT B

AJIEKTPOHHOM BHJIE.

1.2. O pykoBoacTBe

Hacrosiiiee  pykoBOJICTBO  COIAEPAKUT  HWHCTPYKLIHMH  JUIE  CHUCTEMHOIO
aIMUHUCTpaTOpa Mo ycTraHoBke mporpammHoro obecneuenus (I10), tpeGoBaHus K
TEXHUYECKUM CPEJICTBaM, a Tak)K€ YCTaHABIMBAET MOPSJOK YCTAaHOBKH, OCTaHOBA U

3amycKa MporpaMMHOTO 00ECIIEUEHUs U CIOCOOBI IMarHOCTUPOBaHUST CUCTEMBI.

Jlucm

PyKoeodcmeo CcucmemMHOoeco aOMUHucmpamopa

Usm.

Jlucm | Ne dokymeHnma | lModnucsk | Jama

dopma 2a NOCT 2.104-68 dopmat A4




1.3. TepMmuHBbI U ONpeAeIeHUSI

Coxpamenue,
TEPMUH

IToanoe HAUMCHOBAaHUE, OIIPECIACICHUC

ECMO3B

Enunas cucremMa MEXBEJIOMCTBEHHOT O AIIEKTPOHHOIO
B3aUMOJICUCTBHS, o0ecnieunBaromas B3aUMOJICHCTBUE
nH(GOPMAIIMOHHBIX CUCTEM B cooTBeTCTBHH ¢ MP Bepcun 3

PCMOB

PernonanpHass cucrema MEXBEIOMCTBEHHOTO 3JEKTPOHHOTO
B3aUMOJIEUCTBUS

BUC

BenomctBenHbie WHGOPMAIIMOHHBIE CUCTEMBI, 00ECTIEUMBAIOLIHIE
NPENOCTABIEHUE TOCYAAPCTBEHHBIX W (WJIM) MYHULHMIAJIbHBIX
YCIIYT, ONEpaTopaMu KOTOPBIX SABJISIOTCS PETMOHATBHBIE OPTaHbI
VCTIOJTHUTEJIbHOM BJIACTH WJIA OPTaHbl MECTHOTO CAMOYIIPABJICHUS

C31

CpezacTsa 3a1uThl HHPOpPMaIUU

Cepauc

Crenumanu3upoBaHHas cioy0a, BKiIouarom@as B ceds Hadbop
HKpaHHBIX HOpM U PYHKIUH,

MPUBOSIINX K MOJTYYEHUIO HEOOXOAMMOr0 pe3yJsbTaTa,

0e3 HENoCPEACTBEHHOTO B3aWMOJIECHCTBUA C COTPYJIHUKAMHU
OpPIaHOB BJIACTH.

ECHUA

Modnuck u dama

Enunas  cucremMa uaeHTUdUKAMU U ayTeHTU(UKAIUU,
oOecreynBaroIiasl CaHKIMOHUPOBAHHBINA JIOCTYNl YYaCTHUKOB
WH()OPMAIMOHHOTO B3aUMOJCUCTBUSl (TpakIaH-3asBUTENEH W
JOJDKHOCTHBIX ~ JIMI] OPraHOB HCIOJIHUTEIBHOW BJAcTH) K
uHbopMaIu, coJiepKalencs B rOCyJ1IapCTBEHHBIX
UHOOPMAITMOHHBIX CHUCTEMaX M HWHBIX HMH(POPMAIMOHHBIX
CUCTEMAX

PI'Y

WNHe. Ne dy6n.

PernonansHas uH(pOpMAaLIMOHHAs cucreMa «Peectp
rOCYJAApCTBEHHbBIX U MYHUIIMNAIBHBIX YCIYT ((DYHKIIHIT)»

I'C I'MII

['ocynapcTBeHHass HUH(pOpMAaIIMOHHAsI CUCTEMA O TOCYAapCTBEHHBIX
Y MYHUIIMIIAJBHBIX TJIATEXKAX

OB

OpraH UCTIOJIHUTEIILHOM BIACTH

PIII'Y

B3am. uHe. Ne

PernoHayibHBIN TIOpPTall TOCYAAPCTBEHHBIX W MYHHUIIMITAJIBHBIX
YCIYyT

MP Bepcuu 3

Modnuck u dama

MeTtonuueckne pekoOMEHJAIMU Mo paboTe ¢ eIUHOM CUCTeMOM
MEKBEJOMCTBEHHOTO 3JIEKTPOHHOI'O B3aMMOJEHCTBUS BEPCUU
3400 wm crapme, yTBepxkacHHbe [logkomuccuen 110
VCIIOJIb30BaHUIO MH(OPMAIMOHHBIX TEXHOJIOTUH npu
MIPENOCTABIEHNNA TOCYJAPCTBEHHBIX M MYHHIIMIAJIBHBIX YCIYT
[IpaBUTENBCTBEHHOM KOMUCCHUU 10 VICTIOJIB30BAHUIO
MH(OPMAIMOHHBIX TEXHOJIOTUMA JJI YJIY4YIIEeHUsS KaueCcTBa KU3HU
Y YCJIIOBUM BEJICHUS IPEANPUHUMATEIBCKOUN NESITENBHOCTI

MB

MeXBeJIOMCTBEHHOE B3aNUMOENCTBUE

Wue. Ne noorn.
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Modnuck u dama

WNHe. Ne dy6n.

o

B3aMm. uHs.

Modnuck u dama

Wue. Ne noorn.

2. Onucanue CucreMnl

2.1. HazHauyenue CucreMbl

Hasnauenmem CucTeMBl SBIISIETCS OOCCICUEHHE dBTOMAaTu3anuu IMmpoucCcCcoB
MpCaoCTaBIICHUA roCyaapCTBCHHBIX 151 MYHHUIUIIAJIBHBIX  YCIIYT CY6’I)€KTOM

Poccniickont @enepannu.

2.2. CoctaB CucreMsl

B xadecTBe CHCTEMHOTO MPOTPAMMHOTO 0OSCTICUCHHS MCTIOIb3YETCS:
— CVYB/JI Postgres Pro Standard 10.5.3 B xauecTBe XpaHHIIUIIA JaHHBIX;
— Tomcat v.9.0.13 B xauectBe Web-cepBepa u cepBepa NpHuIIOKEHHI;
TpeGoBanus K OOMIECUCTEMHOMY U CIECIHAIU3UPOBAHHOMY MPOTPAMMHOMY
obecrieuennto g peanm3anuu QyHkuin CUCTEMb B MUHUMAJIbHO HEOOXOIUMOM

00béMe nipeacTaBiaeHbl B Taomuie Nel.

Tabauua Ne 1. T, Eeﬁoeauuﬂ k OIIO u CIIO

Tun Ha3znauyenue HaumeHoBanue

Obecneuenue pabotsr | CentOSvV7.X.
CYBJ

OnepanroHHast Obecneuenue pa6otsr | CentOSv7 .X.

cucTema Web-cepBepa
Obecneuenue pab6otsr | CentOSv7.X.
cepBepa NPUIIOKECHUN
CYB/J XpaHWIUIIE JaHHBIX Postgres Pro Standard 10.5.3
Web-cepBep OGecrnieuenue noctyna | Tomcat v.9.0.13

II0JIb30BaTENIEN K

BHEIIHEMY  HHTepdeiicy
Cucremsbl MIOCPEICTBOM
WEB-unTepdeiica

Cepsep npuinioxxeHuit | ObecneueHue Tomcat v.9.0.13

(YyHKIMOHUPOBAHUS
BHYTpEHHEro HuHTepderica
Cucremsl
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TCXHOHOFI/II/I, HCIIOJBb3YCMBIC ITPHU CO3AaHUU Cucremsl:

Spring Framework — yHuBepcaibHbIil (GpEHMBOPK C OTKPBITHIM HCXOJIHBIM

Koz0M i Java-tutatdopMbe(WWW.Springsource.org/).

Junit — Oubmmoteka Ml MOAYJIBHOTO TECTUPOBAHUS IMPOTPAMMHOIO
obecnieueHus Ha si3bIke Java. (junit.org/)
Spring MVC — ¢peiimBOpK st pa3pabOTKH MPUIIOKEHU B COOTBETCTBHH C

mraboHoM npoekTupoBanuu Model-view-controller. (www.springsource.org/)

Spring Security - ¢peliMBOPK, MPEAOCTABISIONIAN MEXaHM3MbI TOCTPOCHHUS
CHCTEM ayTCHTH()HMKAIMKH M aBTOPU3AIlMH, a TaKKe JAPYrue BO3MOXKHOCTH
obecrnieueHrss 0€30MMacHOCTH M OTKa3zoycroiunBocTH. (dOCS.spring.io/spring-

security/ )

TpeOGoBaHus k anmapaTHOMY 00€CTIEUEHUIO MTPEeACTaBICHbI HUXKe B Tabnuiie.

Ha3nauenue Cneuuduxanusa
Ne KoJua-Bo ¢

§ CPU 2 Socket, 6 Cores, 2.93GHz;

CepBep MPHIIOKEHHI , RAM 32GB, DDR3-1333 with ECC;

',§ L CucreMsl HDD 2x50GB, SAS, 15000RPM:;
GbE 2 x 1Gbps.

s

s CPU 2 Socket, 12 Cores, 2.93GHz:

zs RAM 48GB, DDR3-1333 with ECC;

< 2. Ceprep CYB/I 1
HDD 2x50GB, SAS, 15000RPM:;

g GbE 2 x 1Gbps.

E CPU 1 Socket, 2 Cores, 2.93GHz;

g RAM 4GB, DDR3-1333:

3. | APM nons3oBatens

o HDD 100GB, SATA

g

S LAN 100 Mb/s

g

S

2

i'. Jlucm
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http://www.springsource.org/
http://www.springsource.org/

2.3. CoctaB moayJeit CucremMbl

1. web unrepdeiic [Toprana — obecrneyrBacT B3aMMOACHCTBUE C MOJIb30BATEIIIMU
— GUBUYECKIMU U FOPUINICCKIMHU JINIIAMH;
2. web wunTepdeiic Anmunuctparopa [loprama — oOecrneunBaeT yrHpaBiICHHUE
conepxkumbiM [loprana;
3. Monynb XpaHeHus JaHHBIX;
4. T'enepatop unrepdeiicHbIX popM — obecrieunBaeT reuepalnuio naTepdecon
MOJIb30BaTEJ e Ha OCHOBE I1a0JIOHOB MHTEPAKTUBHBIX (HOpM;
5. Tloacucrema obecrieueHus mpoiiecca NpeaocTaBieHus yeiayr — nojaepsxka K1
NPEAOCTABJIECHUS YCIYT;
6. IToacucrema MB — o6ecnieunBaet B3aumoeiictsue ¢ PCMODB\ECMDB;
7. Monynb yBeToMIICHH — oOecrieunBaeT popMupoBanue email yBeaoMieHui;
8. IloacucreMa CTaTUCTUKH — OOECTIEYNBAET BO3MOKHOCTH (POPMHUPOBAHUS
CTaTUCTUYECKUX OTYETOB.
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

3. YecranoBka

3.1. IlopsiioK YCTAHOBKHU CHCTEMbI

YcTaHoBKa MpOrpaMMHOTO OOECHEYeHHs Ha cepBepa JOJDKHA MPOXOIUTh B
CIICIYIOLIEM MOPSJIKE:
1. CYB/J Postgres Pro Standard,;

2. Cepsep npusioxxeHuit Tomceat;

3.2. YcranoBka CYB/I Postgres Pro Standard

YcraHoBka cepBepa 0a3 JaHHBIX MPOM3BOAUTCSA Ha OINEPAMOHHYIO CHCTEMY
Centos 6 - x86-64.

Haxonsce moa y4é€THO# 3amuchio cymeproib3oBaTelis (root) B xoncou Shell,
HY>)KHO YCTaHOBHUTbH IMAaKeT, N00aBISAOIMNA B yum - meHemxkep RPM-makeroB -

PEIO3UTOPHIA, COEPIKaIIIi caMble cBexkne Bepcun Postgres Pro Standard

[Toce 3Toro MOKHO MCHOJIB30BaTh YUM JUisl YCTaHOBKHU U 0OHOBIeHuUs: Postgres Pro

Standard.

B nponecce ycTaHOBKM BO3MOKHA aBTOMAaTUYECKas 3arpy3Ka JOMOJHUTEIBHOTO
[1O, TpeGyemoro st paboter Postgres Pro Standard.

[Tocne ycranoBku cepepa bJl HeoOXoaumo 3amyCTUTh MPOIECC MEPBUYHOM
WHUIMATIN3AlUNA CTPYKTYPBI KATAJIOTOB JIJIsl XpaHeHus (aityioB 6a3 JaHHBIX.

Jlanee HY>KHO HACTpOUTh aBTOMaTUYECKUM 3amyck cepBepa Postgres Pro

Standard npu crapTte onepaluoOHHOW CUCTEMBI.

VYrpaBienue cepBepoM (3amyCK/OCTaHOBKA/MEPEUUThIBAHNE KOH(PUIYpaIIMOHHBIX

(aiIoB U T.I1.) MPOU3BOAUTCA MTATHBIMU cpeacTBamMu OC:

service <service_name> start|stop|restart|reload] ...,

Jlucm
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Usm.

Jlucm | Ne dokymeHnma | lModnucsk | Jama

dopma 2a NOCT 2.104-68 dopmat A4




Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

KOMaH/a Service <service_name> BBIBOJUT CIMCOK JOCTYIHBIX YIIPABIIAIOIIAX
KOMaH/I.

[Tpu ycranoBke Postgres Pro Standard aBromartuyecku co3naéres moiabp30BaTeb
CHCTEMBI C UMeHeM Postgres. JlomanmHuii KaTaior mojb30BaTels POStgres HaxouTes
B /var/lib/pgsgl. B aTom karanore mo yMOJSYaHWIO XPAaHATCS KOH(MUTYpaAIlMOHHBIC
daiutel cepepa Postgres Pro Standard, ¢aiiner B/I, conepskamme naHHbie, (haiiisl
’KYpHAJIOB.

[Tocne ycTraHOBKM cepBep NPUHUMAET COCIAMHEHHS TOJBKO C JIOKAJIbHBIX
anpecoB. UYroObl CcepBep MOr MPUHUMATh BHEIIHWE COCAMHEHHMS Ha BCEX
uaTepdericax, HeoOXxoauMo u3MeHHTH mapamerp listen_addresses B (aiine

Ivar/lib/pgsql/.../data/postgresqgl.conf:

listen_addresses = "*'

Jlns Toro, utoObI cepBep Postgres Pro Standard BocmpuHsI JaHHYHO HACTPOMKY, €ro

HEO0OXOAMMO MEPE3AMyCTUTH:

service <service_name> restart

[To ymomuanuto Postgres Pro Standard pesepBupyeT Majbiii 00beM MaMsATH TSI
omeparuii COPTUPOBKU U TPYINIHUPOBKU JTAHHBIX U MEPEXOIUT K HCIOJIH30BAHUIO
BPEMEHHBIX (aillioB Jaxe TNpU HE3HAYUTEIBHOM YBEJIMYCHHH KOJIMYECTBA
o0pabaThIBaeMbIX 3aMKUCEH. DTO MPUBOAUT K CEPHE3HOMY YBEIIMUEHUIO HATPY3KU Ha
JMCKOBYIO TIOJICUCTEMY M CHIKEHUIO OBICTpOJEeUCTBUSA. UTOOBI yBEIUYUTH O0O0BEM
pe3epBHUpyeMoii mamsITh, Hy)HO B daitne /var/lib/pgsql/.../data/postgresql.conf naiitu
CTpOKy ¢ mapamerpoM WOrk_mem = 1MB, pacKOMMEHTHPOBAaTh €€ M YBEIUYHUTH

3HayeHnue 10 32 Mb:

work_mem = 32MB

Jlucm
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

Y005l IIPUMCHUTb JaHHBIC HM3MCHCHHA HYXHO BBIIIOJIHUTE KOMAHAY IIOATIPY3KH

KOH(PUTYpalIMOHHBIX (haMIIOB:

service <service_name> reload

Hacrtpoiiky o0beMa HCIONB3yeMOU IMaMATH MOXHO COBMECTUTh C H3MEHEHHEM
HACTPOWKM aJpPECOB Ul MpHUEMa COCAWHEHH. B 3TOM cilyyae Ui TpUMEHEHHS
HACTPOCK HY)KHO BBINTOJHHTH Iepe3anyck cepepa Postgres Pro Standard xomamnmoit
service <service_name> restart, a komaHay MNOATPY3KH (ailloB KOH(HUTYpaIuu

service <service_name> reload BbINOIHATE HE HYKHO.

Jlnst nanbHeiero pa3BépThiBaHus 0a3bl JaHHBIX HYXKHO JIaTh pa3pelieHue Ha
noakmtoueHne k CYBJ[ ¢ nokampHOro azpeca ¢ ayTeHTU(UKAUEHd 110
JIOTUHY/TIApOJIIO.

Pa3pemenue/3anpenienre noctymna nosub3osareneit k b/l HactpauBaeTcs myTém
penakTupoBanus ¢aiina /var/lib/pgsql/.../data/pg_hba.conf.

Heobxoaumo wu3sMmenuth Merona ayreHTHdukamuu ¢ ident Ha mdS B 1Byx

CTpOKax, OTBCUHAIOIIHUX 3a AOCTYII C JIOKAJIbHBIX aIpCCOB!:

host all all 127.0.0.1/32 ident
host all all :1/128 ident

HY>XHO U3MCHUTH Ha.

host all all 127.0.0.1/32 md>5
host all all :1/128 md>5

YT1oO0BI INPUMCHUTH JaHHBIC U3MCHCHUS HYKHO BBIIIOJIHUTH KOMAH/Y:

service <service_name> reload

Jlucm
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Modnuck u dama

WNHe. Ne dy6n.

o

B3aMm. uHs.

Modnuck u dama

Wue. Ne noorn.

[Tonp30Barento postgres, cozgaHHOMy B Ipolecce ycraHoBku Postgres Pro
Standard, aBromaTHuecKy Ha3HAYAIOTCS TpaBa cyrneprob3oBares b1

OnuH U3 cnoco0OB BOCMOJIB30BATHCS 3TUMU IpaBaMU - 3aUTH MOJ Y4YETHOMN
3alUChI0 AJIMUHUCTPATOPA CHUCTEMBI 00t M TMEPEKIIOYUTHCS Ha IOJb30BaTEIs
postgres KoMaH10M:

su - postgres

ITocne 3TOro Hy»KHO pacnakoBaTh APXUB, COOTBETCTBYIOIINN MOYJII0 CUCTEMBI,
pou_<ums_mooyna> db_deploy.tgz ¢ daitiamMu CKpUITOB, COAEPKAITUMU KOMaH/IbI:
- co3nanus noiw3oBarens b/l, mon kotopeim OyaeT padoTtath Cucrema;
- CO3/1aHUs MOJTHOU CTPYKTYphl Ta0au b/1;
- KOMaH/bl JJIS HAMOJHEHWsS JaHHBIMU TaOJIMI] HACTPOEK, TaOJMIl cjoBape u
CIIPAaBOYHUKOB.

[Tocne pazapxuBupoBaHus Bcex (aitiioB KOMaH/I0M:

tar -xvzfpgu <wums mooyns>_ db_deploy.tgz
HyxHO 3amycTuth shell-ckpunt pgu_db_deploy.sh, koropsiii cozmact monb3oBarens

bJl, nmonnyro HadampHyro cTpykTypy b/l m 3aBemer B Cucreme mnosb30BaTens ¢

npaBaMu CHCTEMHOTO AJIMUHHUCTpATOpA.

3.3. YcranoBka Tomcat
Jliis HacTpoiiku Tomcat HeoOXxoauMo co3ath Karaior /usr/java:

# mkdir /usr/java

1.  Ilepetitu B Katajor /usr/java:

# cd /usr/java

Jlucm
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

2. CkomnupoBarts (aiii ¢ JDK B karamor /usr/java:

# cp ~/jdk-8u66-linux-x64.tar.gz ./

3. PacmakoBath conmepkumoe apxuBa C JDK B karanor /usr/java

# tar —xvzfjdk-8u66-linux-x64.tar.gz

4. Ckauath pa3penuTenbHble MOJIUTUKU KpunTorpaduu 11t Java) U yCTaHOBUTH B

lusr/java/jdk-8u66-linux-x64/jre/lib/security/

d. Cxkauath Tomcat c caiita Tomcat B popmarte tar.gz B JoMamHuii KaTasaor:

http://tomcat.apache.org/download-80.cgi.

6.  Ilepeiitu B karamnor /usr/share:

# cd /usr/share

7. CkonpoBath apxuB ¢ Tomcat B karasor /usr/share:

# cp ~/apache-tomcat-8.0.28.tar.gz ./

8.  PacmakoBath conmepkumoe apxuBa ¢ Tomcat B kataor /usr/share:

# tar —xvzf apache-tomcat-8.0.28.tar.gz

9.  Ilepetitu B xataor /etc/init.d:

# cd /etc/init.d

10. Co3sgars (aiin tomcat B kaTanore /etc/init.d:

# vim tomcat

PyKoeodcmeo CcucmemMHOoeco aOMUHucmpamopa

Usm.
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

11. B daiin /etc/init.d/tomcat 3anucaTh KOHPHUTypaIuio:

#!/bin/bash

# description: Tomcat Start Stop Restart
# processname: tomcat

# chkconfig: 234 20 80

JAVA HOME=/usr/java/jdk1.8.0_66
export JAVA_ HOME
PATH=$JAVA_HOME/bin:$PATH
export PATH

CATALINA_ HOME=/usr/share/apache-tomcat-8.0.32
case $1in

start)

sh $SCATALINA_HOME/bin/startup.sh
stop)

sh SCATALINA_HOME/bin/shutdown.sh
restart)

sh SCATALINA_HOME/bin/shutdown.sh
sh SCATALINA_ HOME/bin/startup.sh
esac

exit 0

12. HV3meHUTH TOPTHI O YMOTYAHUIO /Tt Tomcat:

# sed -i 's/port\=\"8080\"/port\=\"80\"/* /usr/share/apache-tomcat-

8.0.32/conf/server.xml

Usm.
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# sed -i 's/port\=\"8443\"/port\=\"443\"/" /usr/share/apache-tomcat-

8.0.32/conf/server.xml

B ¢aiin/usr/share/apache-tomcat-8.0.32/bin/catalina.sh  HeoOxomumo  BmucaTh
napametp Java: JAVA_OPTS="$JAVA_OPTS -Dfile.encoding=UTF8"

llpumeuanue:

napamemp JAVA OPTS="$JAVA OPTS

-Dfile.encoding=UTF8"

modicno snecmu 6 Setenv.sh Bzamen catalina.sh (voougurayus catalina.sh sozmoorcna

maxKk Kadk Ha cepeepe 3anyckaemcs naojlbKo 00HO npuaoosiceHue 6 KOHmeﬁHepe

cepenemoa)

13. Hacrtpourts B iptables mopter qist Tomcat:

# iptables -A INPUT -p tcp -m tcp --dport 80 -j ACCEPT
# iptables -A INPUT -p tcp -m tcp --dport 443 -j ACCEPT

# serviceiptablesrestart

Ipumeuanue: oanuvie NPABUIA HYIHCHO 6HeCmU 6 KoHpueypayuonHblil gatin iptables

Usm.
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5 nocne npasuna REJECTall

S

3 14. 3anyctuts Tomcat:

g

Q

S # service tomcat start

§ Ipumeuanue: npedsapumenbHo He0OX0OUMO 8bI0AMb NPABA HA UCNOIHEHUe gatina #
i)

2 chmod 755 /etc/init.d/tomcat

]

I

= 15. TIlpoBeputh paboTocmocoOHOCT, Tomcat, OTKpbIB B Opay3epe CTpaHUILy:
. http://ip-cepBepa.

2

g

3 3.4. CepBep npuioxenuii u \WEB-cepBep Cucrembi

©

g HMuctpuOytuBbl  cepepa mpwioxenuit u  WEB-cepsepa  Cuctemsr
. NPENCTaBIAIOT U3 cebs  apxuBbl (daiabl .Wwar), KOTOpble KOIUPYIOTCS B
S karayor/usr/share/apache-tomcat-8.0.32/webapps u pa3BOPAYUBAIOTCS
Q

3 aBTOMATUYECKHU TIpH 3amycke CHCTEMBI.

g

3

2

i'. Jlucm
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

B cnyuae ecnu apxuB npunoxkenus Oomabiie SOMB nHeoOxomumo B daiine

lusr/share/apache-tomcat-8.0.32/webapps/manager/WEB-INF/web.xml

Mo UIMPOBATH 3HAUYCHUE IepeMeHHbIX max-file-size and max-request-size.

Usm.
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

4, Onepanuu mo 00CTy:KMBAHUIO

4.1. llpoueaypa octanoBa Cucrembl

Jlng  ocranoBa CucTeMbl HEOOXOIMMO  BBIIOJIHUTH
CIIeIYIONTNE ACHCTBUS:

1. OcranoButs WEB-cepgep.

2. OCTaHOBHTH CepBEp MPHIOKCHHI

3. OcranoButs CYB/I.

OcranoBka WEB-cepBepa Cuctemsl.

MIOCJICA0OBATCIBHO

1) Boiitu B koHcoiar OC cepBepa, Ha KoTtopoMm pacnojioxedn WEB-cepsep

CucreMsl ¢ moMonibio ssh-kiaueHTa (Hanpumep, Putty).

2) OcranoButh Tomcat: BBIIIOJHUTH B KOHCOJIN CJICAYIOIIYIO KOMaHAy:

Service tomcat stop

3) IIpoBepuTh, KOPPEKTHO JIH OCTAHOBIICH CEPBEP:

psaux | grepjava

Ecnu B BbIBOJIE KOMaH/IbI OYAET 3aMKCh BUJIA

root 20151 0.0 11.2 5608164 1855448 ? S| Decl8 2:19 /usr/bin/java -

Djava.util.logging.config.file=/usr/share/apache-tomcat-

7.0.47/conf/logging.properties -

Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -

Dfile.encoding=UTF8 -Djava.endorsed.dirs=/usr/share/apache-tomcat-

7.0.47/endorsed -classpath /usr/share/apache-tomcat-

7.0.47/bin/bootstrap.jar:/usr/share/apache-tomcat-7.0.47/bin/tomcat-juli.jar -

Dcatalina.base=/usr/share/apache-tomcat-7.0.47 -
Dcatalina.home=/usr/share/apache-tomcat-7.0.47 -
Djava.io.tmpdir=/usr/share/apache-tomcat-7.0.47/temp

org.apache.catalina.startup.Bootstrap start

Usm.
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

TO OCTAaHOBHTSH Iporiecc koman o Kill:

# kill 20151

rie BMecto 20151 nmoxacraButh PID nponiecca (BTopoe 3HaUeHUE B BHIBO/IC

3auCH O MPOILIECCe)

OcranoBka CepBepa npuinoxeHuii CHCTEMBI.

1) Boiitu B koHcomb OC cepBepa, Ha KOTOPOM PACIOJIOXKEH CepBep
npuioxennit CUCTeMBI, ¢ TOMOIIbI0 SSh-kineHTa (Harpumep, Putty).

2) OctanoBuTh Tomcat: BBIITOJHUTH B KOHCOJIHU CJICTYIOIIYIO0 KOMaH/Iy:

Service tomcat stop

3) IIpoBepuTh, KOPPEKTHO JIM OCTAHOBIIEH CEPBEP:

Ps aux | grep java

Ecnu B BBIBOJI€ KOMaH/bI 6y,[[€T 3alluCh BHUJa

root 20151 0.0 11.2 5608164 1855448 ? SI Decl8 2:19 /usr/bin/java -
Djava.util.logging.config.file=/usr/share/apache-tomcat-
7.0.47/conf/logging.properties -
Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -
Dfile.encoding=UTF8 -Djava.endorsed.dirs=/usr/share/apache-tomcat-
7.0.47/endorsed -classpath /usr/share/apache-tomcat-
7.0.47/bin/bootstrap.jar:/usr/share/apache-tomcat-7.0.47/bin/tomcat-juli.jar -
Dcatalina.base=/usr/share/apache-tomcat-7.0.47 -
Dcatalina.nome=/usr/share/apache-tomcat-7.0.47 -
Djava.io.tmpdir=/usr/share/apache-tomcat-7.0.47/temp

org.apache.catalina.startup.Bootstrap start

TO OCTAaHOBHTH Iporiecc komanaoi Kill:

Jlucm

Usm.

Jlucm

PyKoeodcmeo CcucmemMHOoeco aOMUHucmpamopa 17

Ne dokymeHnma | Modnucek | Jama

dopma 2a NOCT 2.104-68 dopmat A4




# kill 20151

3aIMKCcH O Tpolecce)

OcranoBka cepsepa CYB/]

CucreMsl ¢ moMoIIbio SSh-kiaueHTa (Hanpumep, Putty).
2. OcranoBka Postgres Pro Standard:

Service <service_name> stop

4.2 lopsaaok 3anycka CucreMsl

Modnuck u dama

1. 3anyctutre CYB/I.
2. 3amyctuth Cepep npusoxeHnii CUCTEMBI.

3. 3amyctuts WEB-cepBep Cuctemsl.

WNHe. Ne dy6n.

3anyck CYB]l Cucrtemsl.

Cuctemsl, ¢ moMoIeio SSh-kimeHTa (Hanpumep, Putty).

o

B3aMm. uHs.

2. OcranoBka Postgres Pro Standard:
Service <service_name> start

3anyck CepBepa npuiioxxeHuid CucTemsl.

Modnuck u dama

npuioxennit CucteMsl ¢ ToMoIeio SSh-kimeHTa (Hanpumep, Putty).
2) 3amyctuth Tomcat: BBITOTHUTH B KOHCOJIU CIICIYIONYI0 KOMaHIy

Service tomcat start

Wue. Ne noorn.

3anyck WEB-cepsepa Cucremsi.

rae BMecto 20151 noacrasutek PID npoiiecca (BTopoe 3HaueHUE B BHIBO/JIE

HOp}II[OK 3allyCKa Cucremsbl OIIPpCACIICH CHG,Z[YIOHICﬁ IIoCJICA0BAaTCIbHOCTBIO!

1. Boittu B koncoib OC cepBepa, Ha koTopoM pacmnoioxen cepsep CYBJ]

1. Boittu B koHcomb OC cepBepa, Ha KOTOpoM pacrojioxeH cepsep CYBJ]

1) Boittu B konHconr OC cepBepa, Ha KOTOPOM pACIOJOKEH CEpPBEP

PyKoeodcmeo CcucmemMHOoeco aOMUHucmpamopa
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

1) Boiitu B koHcombp OC cepBepa, Ha KOTOPOM PACIOJIOXKEH CepBeEp
npuioxennit CucteMsl ¢ ToMoIeio SSh-kinenTa (Hanpumep, Putty).
2) 3amyctuTh Tomcat: BBITOJHUTH B KOHCOJIH CJICAYIONIYI0 KOMaHITY:

Service tomcat start

4.3. O0ciry:kuBaHue

O6CJ'Iy}KI/IBaHI/Ie BKJIIOYAET B ceOs mpoueccC MOHUTOPHUHI'A U JUATHOCTHUPOBAHUA

cocrosiHus Cuctemsl. [lpu AuarHocTUpoBaHUK MOTYT MOMOYB CIEAYyIOImue (Hanbl:

1. Ha Bcex cepBepax BBIBOJ COOOIICHWM IS OTJIAJAKH M HUCKIIOYCHHUIH

npousBoAuTcs B (aiin java.log.html

Ha cepBepax, pabotatomux c¢ bJl, padora c¢ b/l omnwuceiBaeTcs ¢aiiaom
jdbc.log.txt
Ha cepBepax ¢ wMomyneM B3aWMOACHCTBUS C BHEIIHUMH CHCTEMaMH

JIOTUPOBAHUC BXOI[SIHII/IX/ HCXOOAIINX COO6HIGHHI>1 BCACTCA B (1)21171)'[6

network.log.html

Bce BBIIICTICPCYUCIICHHBIC JIOTM HAXOAATCA B IIAIIKC IOgS PacCIIOJIOKCHUA

Tomcat. Poranus (aiiyioB IpoOUCXOJUT pa3 B CYTKHU.

4.4. Pe3zepBHOE KONIMPOBaHUE

Jlnst obecnieyeHus: COXpaHHOCTU JAaHHBIX CHCTeMbl TPeOyeTCs OCYIIECTBISTh

pe3epBHOE KonupoBaHue 0a3 qanHbIX cepepa CYB/I.

J171s pe3epBHOTO KOMMPOBAHUS JaHHBIX MCIOJIb3yeTcs nmporpamma pg_dumpall,

BXOJAIast B coctaB nuctpubyrtuBa Postgres Pro Standard. pg_dumpall Bemosnsier

PE3EpBHYIO KOIUIO BCeX 0a3 JaHHBIX cepBepa, BKIoUas poiu (mojs3oBateneit bJI) u

TaOJIMYHBIE IPOCTPAHCTBA.
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

3amyck mporpammbl Pg_dumpall mMoxHO oOCyIIecTBISTh Kak M3 KOMaHIHOM
CTPOKHM KOHCOJIU CepBepa, TaK U U3 KOMaHIHOW CTPOKU yIajJeHHON pabodell CTaHIINH,
cTrIocoOHOU OAKIIOUUTRCS K cepBepy b/l mo mporokomy TCP/IP.

s 3amycka pg_dumpall u3 koMaHaHO#M CTPOKM Ha cepBepe HYXKHO 3aiTH B
OTIEPAIIMOHHYIO CHCTEMY CepBepa Mo y4ETHOW 3aluChIO MOJIb30BaTess Postgres u B
KOMaHJHON CTPOKE BBIMOJIHUTD CIEIYIONIYI0 KOMaHIY:
pg_dumpall > path_to_dump_file_name N
riae path_to_dump_file_name_N- momnHbIi yTh K (haiiay, B KOTOPBIH OyIeT 3amucan

namil (N — HoMmep jHs Henenu oT 1 10 7: 1 — moHeaebHUK, 7 — BOCKPECEHBE).

s BosMoxkHOCTH 3amycka Pg_dumpall ¢ paGodeit cranmum HE0OX0IUMO
pa3peniuTh JOCTYN TMOJb30BaTeNto Postgres ko BceM ©0a3aM J@HHBIX TIPU
MOAKIIIOUeHUH K cepBepy b/l ¢ paboueii craniumu.

Hoctyn oOecrieunBaeTcs no0aBleHUEM CTPOKH B daiin
Ivar/lib/pgsql/9.4/data/pg_hba.conf na cepsepe B/I:

host all postgres XXX XXX XXX XXX/32 md5

TJIE XXX XXX XXX.XXX — Ip-afpec pabodeli CTaHIUH.

Ha paGoueill craniuu n0KeH OBITh yCTaHOBIEH nuctpuOyTuB Postgres Pro
Standard Bepcuu He HIKE TOM, YTO yCTaHOBJICHA Ha cepBepe b/

3amyck nporpammbl pg_dumpall Ha paboueit cTaHIMKM OCYHICCTBISCTCS W3
KOMaHJHOM CTPOKH CIIEIYIOLIEN KOMaHIO0M:
pg_dumpall -h xxXX.XxX.xxx.xxx -U postgres > path_to_dump_file_name_N
rIe XXX XXX.XXX.XXX — ip-agpec wid JoMeHHoe umsi cepBepa BJI, postgres— ums
MOJIB30BATENS, MMEIOMIETO JOCTYIT KO BCEeM OOBEKTaM Bcex 0a3 JaHHBIX
(cynepmonb3oBatens), path to dump file_name N- nonueii myte k (aiiny Ha
paboueil craniuu, B KOTopbid Oyner 3anucan aamn (N — HoMmep aHs Heaenu oT 1 70

7. 1 — nmoHeneNnbHUK, 7 — BOCKPECEHBE).

Bo Bpewmsi paborer pg_dumpall Oymer 3ampammBarh Mapoib MOJB30BATEIS

postgres otaenbHO ISl KakaoW 0asbl JaHHBIX, MMEOIICHcsS Ha cepBepe. UToObI

Jlucm
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Modnuck u dama

WNHe. Ne dy6n.

o

B3aMm. uHs.

Modnuck u dama

Wue. Ne noorn.

aBTOMATHU3UpPOBaThb  BBOJ napos, HYKHO B (aitn ~/.pgpass
(Yoappdata%\postgresql\pgpass.conf 8 OC cemeiictea MS Windows), Haxoasimuiics
B JOMAlllHEM KaTajore I0JIb30BaTelNs, IO0J KOTOPbIM IPOU3BEAECH BXOJ B
OIIEpAIIMOHHYI0 CUCTEMY paboueil cTaHIuu, 100aBUTh CTPOKY:

XXX XXX.XXX.XXX:5432:* :postgres: <password>

TIe XXX.XXX.XXX.XXX — ip-agpec wiu noMeHHoe ums cepBepa BJI, postgres— mms
MOJIb30BATENs, MMEIOIIETO JOCTyl KO BCeM OOBEeKTaM Bcex ©0a3 JaHHBIX
(cynepronb3oBaTenp), <password>— maposib TOJB30BaTeNIA POStgres cepmepa
Postgres Pro Standard.

JlaHHbBIE COXPAHAIOTCS B BHJI€ TEKCTOBBIX (PailsioB, coaepxaimux koMmanasl SQL
Y TIPUTOHBIX JUTS OCIIEAYIOIIEro YTeHuUs mporpammoit psql.

JUis  HAcTpOMKM  aBTOMATHMYECKOIO  3allycka MpoOLEIypbl  PE3epPBHOIO
KonupoBaHusi Ha cepBepe bJ[ MOXHO HCHOJB30BATH MporpamMmmy Cron. YrtoObl
obecrieunTh 3amyck nporpammbel pg_dumpall exxenHeBHO B 2 4aca HOYM OT UMEHU
noJik30Batens postgres, B daiin /etc/crontab Hy»HO 100aBUTE ClIEAYIONIHE CTPOKH:

postgres pg_dumpall > path_to_dump_file_name 1
postgres pg_dumpall > path_to_dump_file_name 2
postgres pg_dumpall > path_to_dump_file_name 3
postgres pg_dumpall > path_to_dump_file_name_4
postgres pg_dumpall > path_to_dump_file_name 5
postgres pg_dumpall > path_to_dump_file_name 6
postgres pg_dumpall > path_to_dump_file_name 7

Oo0oooooo
NN NNDNDRN
SR I I R
RN I T
P OO O b wWN

Tpebyercst oOecrieynTh BOCCTAHOBIICHHE COCTOSIHUS 0a3bl JaHHBIX Ha JIFOOOM
MOMEHT BPEMEHH 3a MOCJIETHIOI HEJEI0. DTOr0 MOXKHO JOOUTHCA MPU €KETHEBHOM
MOJIHOM KOMTMPOBaHUM BceX 0a3 naHHbIX. [loTpedyeTcss XpaHuTh 7 MOCIEAHUX KOIUH.
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

4.5 BoccraHoBJIeHME JAHHBIX U3 Pe3ePBHOI KONMHU

JIJisi BOCCTaHOBJIEHUSI JAHHBIX HYXXEH CEPBEP C PAa3BEPHYTHIM AUCTPUOYTHUBOM

Postgres Pro Standard.

]_IJ'ISI BOCCTAHOBJICHHUA AAaHHBIX M3 pﬁBGpBHOﬁ KOIIMK HCIIOJB3YCTCA IIPpOIrpaMMa

psqgl, Bxoxasimas B coctaB quctpuOytrBa Postgres Pro Standard.

Jlns 3amycka PSQl HyXHO 3aliTH B OICPAIMOHHYIO CHUCTEMY CepBepa Ioj

y4€THOM 3amuChi0 TOJIb30BaTeNs POStgreS M B KOMaHAHOM CTPOKE BBINOIHUTD

CJIEIYIOLIYI0 KOMaHy:

psqgl -f path_to_dump_file_name_N postgres

rac pOStgreS — UMS CHCTEMHOH Oa3bl JaHHBIX, KOTOpasd CO3AACTCA aBTOMATHUYCCKU

npu pa3BopaunBaHum cepsepa Postgres Pro Standard,

path_to_dump_file_name N-

MOJIHBI TyTh K  aiiy,

co3naHHbIi mporpammoit pg_dumpall.

4.6. O0HOBJIeHHE TPOTPAMMHOIO0 o0ecreYyeHust

CoACpKalCcMy JdaMil,

OOHOBJICHHE TPOTPAMMHOTO OOECIICUEHUSI BBIMOMHSACTCS MJIs PACHIUPEHUS

(YyHKUHOHATBHBIX BO3MOXKHOCTEM CUCTEMBI UITM YCTPAHEHHUSI OIITMOOK.

OOHOBJICHHE MOJKET BBIMOJIHATHCSA B IITATHOM U BHEIUIAHOBOM (SKCTPEHHOM)

pexume.

Hepea IMPOBCACHUCM OOHOBJIEHHSI B IITAaTHOM PCXKHUME CHCTCMHOMY

aAMUHUCTPATOPY HEOOXOAUMO:

1. YBeAOMHUTh MOKHOCTHOE JIUIIO, OTBETCTBEHHOE 3a (DYHKIIMOHUPOBAHUE

CUCTEMBI B IIeJIOM (M, B YAaCTHOCTH, 3a MPUHATHE PEIICHUS 00 OCTaHOBE

CUCTECMbI N IIPOBCACHHUN €C O6HOBJ’ICHI/I$I) H IIOJIYUYUTb COOTBCTCTBYIOIICC

paspenieHue.
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VBenomiieHHEe  JTOJDKHO — BKJIIOYATh  CIEAYIOUIME  CBeAeHHS  (ITUIaH
OOHOBJICHUS):

e [Ipuumna oGHOBIECHUS

e JlepedeHb N3MEHEHUH, BHOCHMBIX B CHCTEMY

e llHTepBas BpeMeHH, B TEUEHHE KOTOPOro cucrtemMa OyneT

HCIOOCTYIIHA.

yBGI[OMJ'ICHI/Ie HAIIPaBJACTCA I10 C-)JIGKTpOHHOﬁ IIoYTe HE MEHee ueM 3a 16

pabouux 4acoB /10 MJIAaHUPYEMOro OOHOBIICHHUSL.

Paspemenne wunm oOTKa3 B MPOBEIECHUU OOHOBIICHUS HAINpPaBIISETCS
JNOJDKHOCTHBIM JIMIIOM CHUCTEMHOMY aJMUHHCTPATOPY IO JJIEKTPOHHOU

II0YTEe HE MEHEE UeM 3a 8 pa60‘II/IX YaCOB a0 INIaHUPYCMOI'O OOHOBJICHUS.

Modnuck u dama

Ecnu B yka3zaHHOe BpeMsi OTBET JOJKHOCTHOTO JIMIIA HE MOJIy4YEH, TO 3TO
paccMaTpHUBaETCA B KAUYE€CTBE MOJIOKUTEIBHOTO PELICHHUS.
2. Tlocne cornmacoBanus (MONyYCHHUS pa3pelicHHs) yBEAOMHTHh BCEX

MOJIb30BATEJICH CUCTEMEI O INIAHUPYCMOM OOHOBJICHHH.

WNHe. Ne dy6n.

VYBenoMJICHHE HampaBJII€TCA I0Jb30BATENISIM TOCPEACTBOM pa3MEIICHUs
HOBOCTHM B COOTBETCTBYIOIIEM MoAaysie (Cucrembl HE MEHee 4eM 3a &

pabouux 4acoB J0 IMJIaHUPYEMOT0 OOHOBJICHHUS.

B3am. uHe. Ne

YBeOOMIICHHE TOJIB30BATENEH NOJKHO BKJIIOYATH CBEJICHUS, YKAa3aHHBIC B

m.1.

[lepen mpoBeneHHEM BHEMJIAHOBOTO (3KCTPEHHOI0) OOHOBJIEHHUS CUCTEMHOMY

Modnuck u dama

aIMUHHUCTPATOPY HEOOXOAUMO YBEJIOMUTH JOHKHOCTHOE JIMII0O M IOJYYUTh
COOTBETCTBYIOIIIEE pa3peIICHUE.
YBeaomiieHUE T0JKHO BKIIFOYATh CAEAYyIOIMe CBeieHus (T1aH OOHOBJICHMUS ):

o [Ipuumna oOHOBICHUS

Wue. Ne noorn.

e |lepeueHb U3MEHEHUN, BHOCUMBIX B CUCTEMY
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e luTepBam BpeMeHH, B TEYCHHE KOTOPOrO CcHUCTeMa OyneT
HEIOCTYIIHA.
YBemomiieHre © pasperieHue (Ju0o O0TKa3) MOTryT OBITh HampaBJICHBI
JOJHDKHOCTHOMY JIMILy B TPOHW3BOJIBHON QopMme (JM4HO, TenedoH, Mmodra W Tp.)
HETIOCPEICTBEHHO Mepe] OOHOBICHUEM.

YBemomIieHne Mojb30BaTeseii 00 0OHOBIECHUU HE TpeOyeTcsl.

[Tocne nmpoBeaeHUsE OOHOBJIECHUS aIMUHUCTPATOPY CUCTEMbI HEOOXOIUMO:
1. YBemoMuTh JOJDKHOCTHOE JIMIIO O 3aBEPIICHUN OOHOBJICHHS. Y BEIOMIICHHEC
JIOJKHO BKJIFOUATh CIIEYIOIINE CBEACHUSA:
e [lepeueHb UBMEHEHU, BHECEHHBIX B CHCTEMY
e llHTEpBan BpeMeHH, B TEUCHUE KOTOPOTO CUCTEMA Obljla HEJOCTYITHA
e OTKJIOHEHHUS OT IJIaHa OOHOBJICHHUSI.

YBenomiieHue HaIIpaBJIACTCA I10 BHGKTpOHHOﬁ IIOYTC HC ITO3JHCC YCM YUCPC3

Modnuck u dama

8 paboumnx 4acoB mociie 0OHOBIICHUHI.
2. YBEeIOMUTh BCEX II0JIb30BATEICH CHUCTEMBI 00 HU3MEHEHHSX CHCTEMBI.
VYBeoMiIeHHE HaAIpaBisSIeTCs TMOJIB30BATENSIM MMOCPEICTBOM pa3MEIICHUS

HOBOCTH B COOTBCTCTBYIOIICM MOAYJIC Cucremsnl He IMO3AHCC YCM 4YCPE3 8

WNHe. Ne dy6n.

pabouux 4acoB Mocjie OOHOBIICHUS. Y BEJOMIICHHUE TOJIb30BaTeNel JOHKHO

BKJIIOYATh UH(GOPMAIIHIO O MEPEeUHE U3MEHEHMUIA.

B3am. uHe. Ne

OOHOBJICHHE B IITATHOM PEKUME JOJIKHO MPOBOJAUTHCS B HEpabouee BpeMs.

[lonx  oOHOBIEHHMEM  TPOrpPaMMHOTO  OOECHEYEHUsT  MOApPa3yMeBaeTCs

OOHOBJICHHE CICAYIOIHUX IIPOrpaMMHBIX KOMIIOHCHTOB!

Modnuck u dama

e (OOHOBIICHHE CcepBepa MPUIIOKEHUS CUCTEMBI
e Oo6noBnenue WEB-cepBepa

e (OO0OHOBIeHHE 0a3bl JaHHBIX CHUCTEMBI

Wue. Ne noorn.
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

4.7. MouuTopuHr padorocnocodonoctu CucremMbl

B Cucreme IMPHUMCHAIOTCA CICAYIOIHC METObI MOHHUTOPHHTA

paborocrioco6HOCTH CUCTEMBI:

e ABTOMaTH4YecKoe HHOOPMUPOBAHKE YITOJIHOMOYEHHBIX JIUIl O COCTOSIHUU
CucTteMbl TOCPEACTBOM MOJICUCTEMBI MOHUTOPHHTA.

e licnons3oBanue uHTEpdEiica MOACUCTEMbl MOHUTOPUHTA.

e Amnanu3 nor-¢aiinoB CUCTEMBI.

PernameHT npoBeeHus MpoLeypbl MOHUTOPUHTA:
ExxenneBHoe n3yueHue nokazateneir CuCTEMBI ¢ UCMOJIb30BaHNEM UHTepderica
MOJICUCTEMBI MOHUTOPHHTA.
[Ipu oOHapyxeHUM pocTa 3HaueHUN mnokaszateneid Cuctembl HEOOXOAMMO
nponH(OPMHUPOBATh Pa3padOTUMKOB CHCTEMBI U COTJIACOBaTh MPOLEAYPHI
ylyduieHus: pabotocnocoOHOCTH CUCTEMBI.
Amnanus nor-¢aiiina CucTeMbl, CO3JaHHOTO 3a MPEAbLAYIIHNHI pabounii JeHb.
[Ipy HamMUMM KPUTHYECKUX OMIMOOK B JOr (Qainax (IpUOPUTET 3alKCH
ERROR, FATAL), #HeoOxonumMo mnpouHPOpMUPOBATH Pa3pabOTUYMKOB
CUCTEMBI, BBICJIaB IO 3JIEKTPOHHOM IMOYTE COOTBETCTBYIOLIUI (pparMeHT Jior-

datina.

WNurepdelic moacucteMbl MOHUTOPUHTA.

[TopcucremMa MOHUTOPUHTA TPEACTABISIET COOOM pellleHre pachpenesieHHOTO

MOHHUTOPHHI'a KOPIIOPATHUBHOI'O KjIaCCa C OTKPBITBIMH UCXOAHBIMH KOAAMM. SIBnsercs

IMporpaMMHBbIM obecreueHuEM AJs1 MOHUTOPHWHI'a MHOTI'OYMCICHHBIX IIapaMCETpPOB

CETH, XU3HECTIOCOOHOCTH M IEJIOCTHOCTH CepBepoB. Zabbix HCMOIB3yeT THOKUN

MEXaHU3M OINOBEIICHUH, YTO [O3BOJSET MOJIb30BATENSIM KOH(PUTYPUPOBATH

YBEIOMIICHHUS, OCHOBaHHbIC Ha email, mpakTHyecku uIss JH000ro COOBITHS. DTO

MO3BOJISIET OBICTPO pearupoBaTh Ha MpoOeMbl ¢ cepBepamu. CucteMa mpeajiaracT

(byHKI_II/II/I OTYCTHOCTHU M BU3YyaJIM3allUW JAHHBIX, OCHOBAHHLIC HA JaHHBIX HCTOPHH.
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Modnuck u dama

WNHe. Ne dy6n.

B3am. uHe. Ne

Modnuck u dama

Wue. Ne noorn.

Bce otuetsl u craTuctuka, GopMUpyeMble CUCTEMOM MOHUTOPUHTA, JOCTYITHBI

yepe3 WEB-unTepdetic.

WNHcTpykuuss ~ Ha  PYCCKOM  sI3bIK€  NPEACTaBlIIeHa IO aJpecy:

https://www.zabbix.com/documentation/ru/2.0.

B wactHocTH, wuH(OpPMAIMIO 10 HACTPOHWKE OIOBEIICHUH B CHUCTEME
MOHHTOPHUHIA MOKHO HANTH 11O CCBUIKE:

https://www.zabbix.com/documentation/ru/2.0/manual/config/notifications.

IToncucrema orupoBaHus.
[loacucrema norupoBaHus 00eCIieunBaeT:

1. Co3nanve U XpaHeHUS HMHPOPMAIMM O TEXHOJOTMYECKUX OIIMOKaXx,
npoucxomamux B Cucreme.

2. JlorupoBanue  coObITMM  W3MEHEHHMH  HacTpoek  Cucremsl
peAaKTUPOBaHUSI HOPMATUBHO-CIIPABOYHON MH(OpMALUK.

3. ®opmupoBaHKe XypHaia COOBITHH, MO3BOJISIONIUX UIACHTU(DUIIUPOBATH
UX IO J1aT€ W BPEMEHHU, OTIPABUTEIIO, MOJIY4aTEN0, TUITY COOBITHM U
ITOJIb30BATENIO.

4. TlpenoctaBneHue wuHTepdeiica B3aUMOJCHCTBUA C  MOJCHUCTEMOU

MOHHUTOPHHIA.

Jlor cucrembl

B Cucreme popmupytrorcs nor-gaiisl, npegHasHaueHHbIE 711 pa3pab0TUUKOB
CHUCTEMBI U CUCTEMHOTO aIMUHUCTPATOpA.

B cucreMHBIX Jorax mpeaycMOTpeHO 6 ypOBHEW mpuopurera COOBITHH (110

BO3PACTAHUIO MPUOPUTETA):

e TRACE - mnaubonee mnosnHas wuHpOpMaIMs, TPACCUPOBKA BBINOIHEHUS
IPOrPaMMBI.
e DEBUG - neranpHas undopmarus 1 OTIIKH.

e INFO — undopmarus o BHIIOTHEHUH IEHCTBHIA.
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https://www.zabbix.com/documentation/ru/2.0/manual/config/notifications

e WARN — npeaynpexaeHue.

ERROR - B nporpamme npowu3oiiia omuoka.

FATAL - nmpouzonuia ¢gaTtaapHas onmoka.

JlorupoBanue Beaetcs B popmare HTML, ipu 3ToM dopmupyercst o01IHii jgor

IUTSl BCEX COOBITUI cucTeMbl, ypoBeHb KOTOpbIX WARN u BbiLE.

Jloru ¢opmupyrorcs B pexxume dailyrolling — kakapiit 1eHb CO37a€TCS HOBBIM

daiin nora, mpu 3ToM ¢aili 3a NpeAbI YU JeHb EPEMMEHOBBIBACTCS CIIEAYIONUM

obpazom: k umenn (aiina mobasmsiercs cydhdurc B popmare I'TTT-MM-I/1.html,

rae I'TTT — sro rox B 4eThipex3HauHoM (opmare, MM — TOpSAKOBBIH HOMEP

Mecsna, /1 — uucio B Mecsiie.

B nor-gaiinax conepxutcs cienyromas nHGopMaius:

JlaTa u Bpemsi COOBITHS

[ToTok, B KOTOPOM BO3HUKJIO JJAHHOE COOBITHE

YpoBeHb COOBITHS

©

£ e Java-makeT, B KOTOPOM MPOHU3OIILIO TaHHOE COOBITHE

L]

S

3 e (CooO1ieHue, OMUCHIBAIONIEE COOBITHE.

5

S

< Jlor ¢aiinsl pacnosiokeHbl Ha cepBepe MpuiokeHniit CUCTEMBI B KaTaJIoOre:

©
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S lusr/share/apache
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